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Phase Out Social Security Number in
Healthcare Field
J—=270OZ4 FIRERIERE SHIP ho o5 — /7 XU WERRE TSR ERRERE L

UESEEEE

Keiko Kono, RPh, MHA, FACHE

7

Y-
Part 17

KETIE, EHFEES (AXDY1F2/N—ICIHE) IEEFZ#HES P XT0 77 (LS hERRERE) P
BARELGE. RIRREEDHEREZEESICHEPNTNE Ui, LD, AAERFA VY ZEE#T S/
IC. BETIE, BFRREES PEERHESIMDESICEESNE Ulco SElid. #DBEETHRELEITLF T,

The Social Security number (equivalent to ‘My Number' in Japan) has been phased out way to identify patients or a
number for public insurance beneficiaries in the United States. This essay gives a brief overview of Social Security

number (SSN) in a healthcare setting and the process of phasing out SSNs in patient identification practices.
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We should carry some ID cards like state driver's licenses
or government-issued ID cards. However, adding SSN cards
will cause significant risk of identity theft if that information
is stolen because combining SSNs and other ID numbers
allows opening bank accounts and applying for credit cards.

Until recently, as the old Medicare beneficiary number was
the same as the SSNs, having an old Medicare card meant the
beneficiary was carrying the SSNs. As such, senior people
were in danger of Medicare fraud besides identity theft. New
Medicare numbers and cards have been issued to minimize

their risk to prevent identity theft for Medicare beneficiaries.

2. The background of replacing new

Medicare number
The SSNs were created in 1936 for the sole purpose of
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tracking the earnings histories of the workers for use in
determining Social Security benefit entitlement. At the time,
SSN cards were issued and used as the tax identification
number in 1961.

Medicare was established in 1965. The SSN was used for
collecting Medicare tax along with social security tax and
Medicare beneficiary number that providers used for
Medicare claims.

As aresult :
@® The federal government was able to trace

Medicare spending.

@ Medicare beneficiary identity thefts were getting
problems.

The federal government has recognized this issues and take

an action.

3. SSNs card indicates identity theft

warning
The SSNs were a de facto national identifier through 1946
and 1972, and showed“Not for Identification, ”

In 1994, SSN showed“Keep card in a safe place to prevent
loss or theft" on the card. At that time, large organizations
started processing mass data by supercomputers. The
Internet was beginning to become popular for personal use.
That IT implementation made increase identity theft risk.

In2004,“Do not carry it with you" was added to the face of
the card. By 2004, the SSNs became universally identified as
the single most powerful identifier in the US. The federal
government has started limiting SSNs use to governmental
ID in order to reduce identity theft. For example, IRTPA
legislation prohibited the state from displaying the SSNs on
driver's license, and veteran ID was replaced alternative

numbers from SSNs in 2004.
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4. Protect personal information
from identity theft

In 2007, the President's Identity Theft Task Force was
established. The FTC recommended restrictions on the use of
SSNs in the private sector. Healthcare providers responded
to this by asking their patients to show their government-
issued photo IDs instead of asking their SSNs when patients
visit the providers. When the providers received patients'
phone calls, the staff asked patients about their names, phone
numbers, or date of birth instead of SSNs.

For increasing Medicare beneficiaries' identity theft, the
federal government has implemented new Medicare numbers
and cards. It took a while to take action to issue unique
numbers to the beneficiaries who made up 18% of the US
population. Finally, in 2015 the Medicare Access and CHIP
Reauthorization Act required CMS to remove SSNs from
Medicare cards. The beneficiaries had received new Medicare
cards by mailing in between 2018 and 2019. New Medicare
numbers became mandatory starting January 1,2020.

The new Medicare card shows the name, the date coverage
starting day, the beneficiary number, dropped out gender,and
the beneficiary's signature. The New Medicare beneficiary
number has 11 digits with numbers and upper case letters
except for S,1,0,I,B, and Z. Compared with the old card, the
beneficiary number is easy to recognize. To balance between
clearness and prevent identity theft, the size of the characters

of the card became the current ones.
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5. Phase out SSNs in healthcare and
protect patient identity

The integration of healthcare and financial data linking with
SSNs will cause a severe risk of identity theft. The federal
government is pushing to phase out the use of SSNs as a form
of identification. Currently, the SSNs require signing up for
public health insurance but do not use it for their beneficiary
number. For this reason, when healthcare providers have
data breaches, patients SSNs do not include the data to
minimize identity theft stolen.

Healthcare providers should develop medical identity theft

prevention programs for hackers and future cyber-attacks,
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Disclaimer: This essay is informational and educational purposes
only and not intended to be a substitute for professional advice
or consultation. If you seek any legal advice or professional
consultation, please contact legal professionals or experts
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