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Cyber Attacks to Healthcare
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Cyber attacks by ransomware are increasing in healthcare organizations within the United States. This essay will

introduce three actual case studies.
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Ransomware attack to target providers
Mr. Steve Long, president and CEO of Hancock Health and
Hancock Regional Hospital in Indianapolis, Indiana said that
when his hospital was hit by a ransomware attack, he thought
that his organization should focus on patient safety first and
the security of patient information second. Healthcare
providers are vulnerable to ransomware attacks which cause
life-threatening events.

Ransomware is a type of malware that encrypts the data
and blocks access to it unless a ransom is paid.

Ransomware attacks on providers have been increasing
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since 2018. The following are three real cases.

Case 1: Spring Hill Medical Center,

Alabama
~The first alleged ransomware death~

Incident: July 8, 2019

After Spring Hill Medical Center learned of the ransomware
attack, the hospital refused to pay the ransom and promptly
shut down their network to contain the incident and protect
data. As a result, the hospital's computer system, EMR, and
medical equipment were unusable for approximately three
weeks.

Ms. Kidd wasn’t informed the hospital was struggling with
a cyberattack when she went in to deliver her daughter, and
doctors and nurses missed several key tests that would have
shown that the umbilical cord was wrapped around the
baby's neck, leading to brain damage and death nine months
later.

Ms. Kidd filed a lawsuit against the hospital and if the
allegations are proven; the case would mark the first time a
ransomware attack turned deadly. A trial is set for November

2022.
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Case 2: Sky Lakes Medical Center,

Oregon
~Clean backup data helped speedy data recovery~

Incident: October 26, 2020

Sky Lakes Medical Center is the critical access hospital for
residents in the Klamath City area and there are no other
hospitals within a 160 km radius.

The hospital was notified by their after-hours support team
that computers were running slow and the system was
completely offline. Ransomware was found on many servers
and PCs.

The management decision

The management team immediately announced that they will
not pay the ransom and started to shut down all PCs and
servers, about 2,500 devices and more than 600 servers, to
limit the spread. As a result, staff was forced to use pen and
paper to fill out patient information.

Because of cyber security insurance, the hospital
immediately brought an expert team. At the same time, they

contacted Cisco for assistance with analysis and recovery.

How did the ransomware enter Sky Lakes
Medical Center’s system?

Staff coming to the end of his/her employment opened an
phishing email and clicked a link to Google Drive and
downloaded a file. At the time, the PC screen flashed and
restarted the computer, but the incident was not reported to

the security department.
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Ransomware attack preparation is critical

-Established a disaster recovery plan against
ransomware attacks as recommended by the
government and industry experts. By following the
experts’ advice, when the system was shut down, the
staff knew where to get the information when they
needed it.

-Invested in immutable/clean backups that were not
impacted by the ransomware.

-Installed security technology that provided visibility
into specific events and their devices. However, since
this attack occurred while the company was
processing to install this service, it was not possible
to use this service.)

-Purchased cybersecurity insurance

Unexpected event during system shutdown

Wi-Fi and e-mail sending/receiving in the hospital was
disabled. The hospital communicated via Cisco's Webex (web

conferencing) and personal cell phones.

Recommendation to other healthcare
organizations

If your organization is considering implementing external
email monitoring and firewalls, don't hesitate to do it now.
The longer you delay these measures, the more likely you are

to be compromised.

Case 3: Scripps Health, California
~Well-prepared but the threat isn’t going away~

Incident: May 1, 2021
San Diego residents are affected

Scripps Health is based in San Diego, California and operates
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five hospitals and 19 outpatient care facilities.

The ransomware attacked Scripps and forced their system,
EMR, their patient portal, down as well as affected an
external backup server in Arizona. Without access to critical
IT systems, patients with stroke and critical conditions were
transferred to other facilities and their hospitals were unable
to accept ER critical patients until the system was restored. It

took about four weeks.

Personal patient information leaked

The personal information of 147,267 patients was stolen due
to this incident. In addition to clinical data and health
insurance information, 2.5% of them also had their social
security numbers and driver's license numbers compromised.
Later, the affected patients filed several class-action lawsuits
against Scripps regarding their personally identifiable

information and protected health information.

Releasing limited updated information

Scripps explained the reason for not releasing frequent
updates: Releasing updated information in detail increases
the risk of further attacks. Other attackers are already using
what is being reported in the media to send scam

communications to their organization.
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Conclusion

Cyber-attacks have been continuing for healthcare providers
in the United States. This essay illustrates three cyber-attacks
that caused life-threatening matters. It shows that in order to
prevent them, we need the collaboration of the government

and private corporations.

* This series started almost the same time as the pandemic
began. During this pandemic, I was greatly appreciative of
the Medical Services journal for encouraging me through
their high quality reports. This will be the last article in this
series. I look forward to a new series to provide the latest
information to readers.

I would also like to express my deepest gratitude to all the
healthcare workers for their commitment to patients' care

during the pandemic.

Disclaimer: This essay is informational and educational purposes
only and not intended to be a substitute for professional advice
or consultation. If you seek any legal advice or professional
consultation, please contact legal professionals or experts
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